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‘Ekdoon moToTToINTIKOU

H eicodog atnv utrnpeaia yiverar atd tn ogAida https://www.digicert.com/sso/

digi | CERTCENTRAL

IDP Selection

Please enter the Identity Provider to authenticate with:

Start single sign-on

2tnv oeAida auTth kAavoupe ava¢Atnon yia 1o TEl ABrivag. H avalntnon TTpétmel va yivel e eAANVIKoUg
XOPOKTAPEG KAl yIa TO AEKTIKO «Texvoloyikd ExkTaideutikd 10pupa ABRvag». MPOXOXH: Xtnv mepimTwon
TTOU XpPnolJoTToIEiTE TOV Internet Explorer browser n eAAnvikA avagitnon dev douAelel owoTd. lMpoTiuAoTe

Katrolov evOANaKTIKO browser (Trx Chrome, Firefox, KTA).

RTCENTRAL.

IDP Selection

Please enter the Identity Provider ko authenticate with:

Teywahoyikd ERTTEI32UTIEG 10RUMT ABAWTC

Start single sign-on
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2Tnv ouvéxel emmAéyoupe Tnv €mmAoyr “Start single sign-on” Kol PETOQEPOUAOTE OTNV I0TOCEAIDA
auBevTikoTToinong xpnotwv Tou TEI ABrvag(idp.teiath.gr).

SLEL

Uy

'‘ExeTe Enrroel Ty npocPoor o ioTocekides nou anoimody Thy
TOUTONOING oO¢ PE oToXEio npocBacng ¥pfoTn Tou TEI

ABfRvuog.

20 NpENE v ¥PNOUMoNoIfoETE TO oTokEio npoofodns (username [
password) nou £yeTs Adfs ono To KévTpo Aoysipionc Ak TOou Tou TEL

SBFAvocC,

EIooysTe TO USEFNAame Kol To password ooc kKol KOvTs
click oTto Koupni Login,

Username:

Password:

Login

Lnihsig Kodikow, | Ahhoyr) Kwdikou.

Mo TRy NpooTacio Twy NPOTWIKWY oo GES0UEYwy Kol TR QnoTpong
P stoumodoTAUEY NG ¥RHOTNG and TRiToU:, ppovTioTe vo KASIOETE OAD
To NopdBupd Tou pUANDHETANTH O0C OTOY OADKANDITETE THY £pyooin

oo,

A@ou kdavoupe Login, epgaviZerarl n Tapakdtw oeAida tng DigiCert:

‘ CERTCENTRAL.

Request a Certificate

Choose a product

Product:

C5R:

(optional)

Common Mame:
Email:

Organization:

© K.A.A tov T.E.I Abnvog, Todviog 2015
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To emopevo BAua cival oTnv pevou «Product” va eTIAEEOUPE TRV ETTIAOYT «Premium” Kal va TTOTAOOUME TO

KoupTri: “Request Certificate”.

RTCENTRAL.

Request a Certificate

Choose a product

Produck:

CER:

{optional)

Common MName:
Email:

Organization:

Premium T

AOKIMAZTIKOZ #PHETHZ

teststudent@teiath.gr

Technological Educational Institute of Athens

Request Cartificate

2TV ouvéxeld a@oU OAokKANpwOei n diadikaoia, Ba eu@aAvIOTEl TO TTAPAKATW JAVUPA KAl TTAéov TO
TTIOTOTTOINTIKO €ival EYKATEOTNUEVO JECA OTOV browser pag.

QOdigicert

DigiCert Personal ID Generated

© K.A.A tov T.E.I Abnvog, Todviog 2015
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Anuioupyia avriypdgou ac@alegiog

MONIG OnUIOUPYNOETE KOl EYKATOCTACETE TO TTICTOTTOINTIKO OAG, Ba TTPETTEl VO KPATACETE €va QvTiypagpo
aoQaAcgiag, WoTe va €ioTe og BN va EICAYETE TO TTIOTOTTOINTIKO GAG O GAAEG EQAPUOYEG OTTOU TTIBavoV va
BEAETE va TO XPNOIUOTTOINCETE (TTX TTPOYPAMMA NAEKTPOVIKAG aAAnAoypagiag). H diadikaaia diagépel avaloya
ME TO browser TToOU XPNOIUOTTOIEITE.

Mozilla Firefox

EmiAéyeTe 0TO menu TTpwTa Tools kal Jetd Options. 210 TTAPABUPO TTOU avoiyel eTTIAEyeTE Advanced Kal eKei
TNV KaptéAa Encryption.

[ Options ﬁ |

I=% @ @ a8

General Tabs Content Applications  Privacy  Security | Adwvanced

Generall Netwc-rkl Update | Encryption |

Protocols

[¥] UsessL3.0 @] UseTLS L0

Certificates

When a server requests my personal certificate:

) Select one automatically @ Ask me every time

View Certificates ‘ Iﬂevocation Lists l I Validation | ‘ Security Devices

[ oK J | Cancel ‘ | Help

‘Emreita divete Tnv emmiAoyr) View Certificates kai perafaivere otnv KaptéAa Your Certificates, 6TTou TTIAEYETE
TO TTIGTOTTOINTIKG COG.

@ Certificate Manager Ii |5l
YourCertlflcatesl Peoplel Servers i Authoritie_si Others |
You have certificates from these organizations that identify you:
Certificate Name Security Device Serial Mumber Expires On R
ATERENA
Test User Software Security Device 45:30:70:DB:52:B1:9A4:0F A3:04:4T:0F:30:7... 9/2/2014
View.., | | Backup... | | Backup All... ] | Import... | | Delete..,
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EmiAéyeTe Backup Kai €I0AYETE £vav KWOIKO AOPOAEIAG.

Choose a Certificate Backup Password ﬁ

The certificate backup password you set here protects the backup file that you are about to create, You
must set this password to proceed with the backup.

Certificate backup password: |

Certificate backup password (again]):

Important: If you forget your certificate backup password, you will not be able to restore this backup
later. Please record it in a safe location.

Password quality meter

oK Cancel

e

To TToTOoTToINTIKO ATToONKEUETAl WG APXEIO PE TNV ETTEKTACT .pl2

Internet Explorer

EmiAéyeTe 0TO menu TTpwTa Tools kal PeTA Internet Options. XT0 TTAPABUPO TTOU AVOIYEl ETTIAEYETE TNV
kapTéAa Content kai £treita Certificates.

Internet Options - M

| General I Seaurity | Privacy | Content | Connections | Programs [ Advanced |

Content Advisor -

Ratings help you control the Internet content that can be
viewed on this computer.

Enable... |

I
i
I
0
7]

Certificates

Use certificates for encrypted connections and identification,

[ Clear 550 state J |§ Certificates a I Publishers ]

AutoComplete

_:% AutoComplete stores previous entries Settings

on webpages and suggests matches
for vou,

Feeds and Web Slices
- Feeds and Web Slices provide updated Settings
'L_d content from websites that can be

read in Internet Explorer and other
programs.
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270 VEO TTAPABUPO ETTIAEYETE TO TTICTOTTOINTIKO COG KAl TTATATE export.

Certificates

||

Intended purpose; | <l =

z)

i Personal | Other People I Intermediate Certification Authorities | Trusted Root Certificatior * | * |

Issued To Issued By Expiratio,.. Friendly Mame
] Test User TEREMA Personal CA 5/2/2014 <None>

Import... Export...

Certificate intended purposes

Learn more about cerfificates

IrTTI
m
5
=
-
5]
(=

.

Kai akoAouBgite Tov 0dnyd TTOU avOoiyel

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification autherity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

==

© K.A.A tov T.E.I Abnvog, Tooviog 2015
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EmAéyeTe va e€apBei kail TO 1IBIWTIKO KAEIDI

Certificate Export Wizard

Export Private Key

You can choose to export the private key with the certificate.

(@ ¥es, export the private key:

(") Mo, do not expart the private key

Learn mare about exporting orivate keys

Private keys are password protected, If you want to export the private key with the
certificate, you must type & password on a later page.

Do you want to export the private key with the certificate?

==

EmAéyeTe Next Xwpig va aAAGEETE KATI.

Certificate Export Wizard

Export File Format

Certificates can be exported in a variety of file formats,

Select the format you want to use:

DER encoded binary ¥.509 { CER)

Base-64 encoded ¥.509 {.CER)

Cryptographic |

Include 2l

Vessage Syntax Standard - PKCS #7 Certificates {.P78)

cates in the certification path if possible

(@) Personal Information Exchange - PKCS £12 [ PEX)

[ Export all extended properties

Learn mare about cerfificate file formats

[Tlindude all certificates in the certification path if possible
[T Delete the private key if the export is successful

Microzoft Serialized Certificate Store ((55T)

© K.A.A tov T.E.I Abnvog, Tooviog 2015
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Eicdyete évav kwdikd ac@aAeiag.

Certificate Export Wizard - =X

Password

To maintain security, you must protect the private key by using a password,

Type and confirm a passward,

Password;

Type and confirm password (mandatory):

—— — = =

AiveTte TO Gvopa PE TO OTTOI0 Ba aTTOBNKEUTEI TO ApXEio.

Certificate Export Wizard — S

File to Export
Spedfy the name of the file you want to export

File name:

TEIA cert.pfx Browse. ..

[ < Back I[ Mext = J[ Cancel

L === ==

To mMOoTOTToINTIKO ATTOBNKEVUETAl WG APXEIO PE TNV ETTEKTACT .pfX

© K.A.A tov T.E.I Abnvog, Tooviog 2015
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EykardoTaon oto Aoyapiacué aAAnAoypagiag

[Na va YTTopECETE VA XPNOCIPOTTOIACETE TO TTICTOTTOINTIKG 0O WOTE VA OTEAVETE email
UTTOYEYPAMMEVA ] KPUTTTOYPOAPNUEVA, TTPETTEI VO EYKATAOTACETE TO TTPOCWTTIKG 0AG KAEIDi OTO
TTPOYPANMA NAEKTPOVIKN G AAANAOYpaPiag.

Eykardotaon oto Outlook 2007

EmAéyeTte 010 menu Tpwta Tools kai Yetd Trust Center. 1o TTapdBupo 1Tou avoiyel emAEyeTe Email Security
Kal Import/Export

Trust Center @I&J

Trusted Publishers

Encrypted e-mail
Add-ing

:@ﬁl I___I Encrypt contents and attachments for outgoing messages
Privacy Options 1} [] Add digital signature to outgoing messages
_— = o .
E-mail Secarity | || send clear text signed message when sending signed messages

7] Request S/MIME receipt for all 5/MIME signed messages

Digital IDs (Certificates)

Attachment Handling

Automatic Download
Macro Security

= Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Programmatic Access

[ Import/Export... | | Get a Digital ID...

Read as Plain Text

L_J Read all standard mail in plain text

Script in Folders

[T] Alow seript in shared folders

[@] Allow seript in Public Folders

| OK Cancel ‘

e

MoAIg avoitel To TTapdBupo, oto Import File, BpiokeTe TO ATTOBNKEUPEVO QvTiypago aoc@aAgiag Tou
TNOTOTTOINTIKOU TTOU TTHPATE VWPITEPA Kal DIVETE TOV KWAIKO ao@aAeiag TTou €XETE €10AYEl, EVW OTO TTEdIO
'Digital ID Name' divete éva dvopa TTou Ba XapaKTnpidel TO TOTOTTOINTIKO 0aG.

© K.A.A tov T.E.I Abnvog, Todviog 2015
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Import/Export Digital ID

=%

(@ Import existing Digital ID from & file

Import the Digital ID from the file to your computer, You must use the
password you entered while exporting the certificate to this file,

|C:\Jsersiuser\Desktop\TELA_Cert.p12 Browse...

Import File:
Password:

Digital ID Name:  TEIA Cert|

" Export your Digital ID to a file

Export the Digital ID information into a file. Enter a password to help protect
this information.

Lo

Cancel I

E@boov n gicaywyr Tou 1TIO‘TL01T0II‘]TIK0l'J oAoKANpweEi Xwpic TTpoBAAuaTa, Ta email TTou Ba oTéAveTe Ba

MTTOPET Va €ival WnPIaKA UTTOYEYPAPHEVA ETTIAEYOVTAG TO AVTIOTOIXO EIKOVIDIO.

—a === = = =[]
(On) * )= Untitled - Message (HTML)
. Message | Inset  Options  FormatText (7]
Cut = = el s r 53 Permission ~
R e 8&ﬂ @J @ @E ‘Q_,j | ﬁ s ‘v
==l L Y HighImportance
Paste Bz u|fEz- A= Address Check || Aftach Attach Business Calendar Signature || Follow 8 Encrypt || Speliing
Painter =i = Book MNames | File Hem Card+ ¥ uj & Lowimportance -
= Basic Text Names Induge Optlons & || roting
Tom Digitally Sign Message
= Digitally sign this message so that
Send | other peaple can be sure that it
Sonjerk came from you,
&
-

EykardoTtaon oto Mozilla Thunderbird

EmAéyete aT0 menu Tpwta Tools kar yetd Options. 210 TTapABupo TTou avoiyel eTAEyeTe Advanced Kal ke

TNV KapTéAa Certificates.

© K.A.A tov T.E.I Abnvog, Tooviog 2015
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Cptions - — — M
— - -
[ - i+ l I A5 %
d & 5 &8 U %
General Display Composition Security Attachments  Advanced
General | Reading & Display | Network & Disk Space | Update | Certificates |
When a server requests my personal certificate:
(71 Select one autematically @ Ask me every time
| E‘u"iew gertiﬂcatesa | Revocation Lists l I Validation J Iﬁecurity Devices
’ (0] 4 l | Cancel ‘

EmiAéyovTag View Certificates Kal Import JTTopeiTe va KAVETE El0AYWYI) TOU TTICTOTTOINTIKOU 0OG.

& Certificate Manager 5

- |5, 1

¥our Certificates | People I Servers ! Authorities i Others |

You have certificates from these organizations that identify you:

Certificate Mame

Security Device  Serial Mumber Expires On

a

View.. Backup..,

BacgupAll...] | Impaort... Delete..,

BpiokeTe TO ATTOONKEUPEVO AVTIYPAPO ACPAAEIOG TOU TTICTOTTOINTIKOU TTOU TTAPATE VWPITEPA Kal DIVETE TOV

KWOIKO 00QAAELIag TToU £XETE EICAYEL.

© K.A.A tov T.E.I Abnvog, Tooviog 2015
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Password Entry Dialog

ESCE)

certificate backup.

Please enter the password that was used to encrypt this

Password: |

QK J | Cancel

E@ooov 1o mioTotroInTIKd €10ayOei Je eTTITUXiO TO BAETTETE OTN AigTal.

& Certificats Manager

==

You have certificates from these organizations that identify you:

Certificate Mame

Security Device  Serial Mumber Expires On

5B

ANEREN . ovvvpnnneeyy
Test User

© Software Securi... 45:30:7D:DB:52B10A:.. 9/2/2014

Backup.., BacgupAlI...] | Impaort... Delete.,

o]

L

4

21n ouvéxela amd To menu eTAEyeTe Tools kal et Account Options Kal TTNYQIVETE OTNV KAPTEAQ Security
TOoUu AoyapiaopoU email TTou BEAETE va XpnoipoTroicite To ToToTroINTIKG. [laTwvTag select otnv evoTtnTa
Digital Signing, 6a cag eupavioTolv Ta OIBECINA  EYKATECTNMEVA TTIOTOTTOINTIKA TTOU MTTOPEITE va
XPNOIUOTTOIEITE YIO VO UTTOYPAPETE Ta email cag, evw yia va yiveTal autd o€ KABE vEO Prvupa oag, Ba TTPETTEl
va xpnoigotroifoeTe Tnv emmAoyR Digitally sing messages (by default).

© K.A.A tov T.E.I Abnvog, Tooviog 2015
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-
Account Settings

=5

4 cchristod@teiath.gr
Server Settings
Copies & Folders
Compaosition & Addressing
Junk Settings
Disk Space
Return Receipts
Security

4 Tomkol ipakshol
Junk Settings
Disk Space

Outgoing Server (SMTP)

Account Actions *

To send and receive signed or encrypted messages, you should specify both a
digital signing certificate and an encryption certificate.

Digital Signing

Use this certificate to digitally sign messages you send:

Test User TERENAID Select. | | Clear

Digitally sign messages (by default)

Encryption
Use this certificate to encrypt 8 decrypt messages sent to you:

Test User TERENAID Select.. | | Clear

Default encryption setting when sending messages:

i@ Mever (do not use encryption)

"1 Reguired (can't send message unless all recipients have certificates)

Certificates

View Certificates ] l Security Devices

[ ok || cancel

© K.A.A tov T.E.I Abnvog, Tooviog 2015
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